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Organizations are adopting the cloud at an impressive rate. So much so, that according to Gartner, worldwide public cloud
service revenue will grow to $331 billion by 2022, almost doubling the 2018 revenue of $182 billion.*
Unfortunately, many businesses are also finding that the cloud isn’t all they dreamed it would be, and are repatriating
workloads back on-premises. According to a recent McKinsey study, companies polled indicated that roughly 50% of their
workloads are running in the public cloud today and that 75% of their workloads will be running in the cloud by 2022.

While this does show that companies are rapidly
increasing their utilization of public cloud, the same
report also found that 80% of CIOs have not reached
the level of agility and business benefits they were
aiming for. And, even worse, organizations that have
transitioned the majority of workloads to the cloud
are still within the same range of agility as their
counterparts who are slowly making the move.
So why are companies increasing cloud utilization
despite the overwhelming majority not achieving the
agility they were seeking when they moved to the
cloud? Hint: The cloud is not to blame. Its benefits can
be realized but only if you avoid common pitfalls.
If you want to prevent cloud catastrophe, you need
to understand the three barriers to cloud agility (that
aren’t always so obvious) and how to address them
before they happen.
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*Gartner Press Release, “Gartner Forecasts Worldwide Public Cloud Revenue to Grow 17.5 Percent in 2019,” April 2, 2019.

Barrier #1: Lack of knowledge
Many reports about failed cloud migrations cite
unexpectedly high costs associated with public cloud as
the primary reason for workload repatriation. However,
high and unforeseen costs are not the leading reasons for
companies failing to achieve cloud agility.

To overcome this barrier, companies must make a
concentrated upskilling effort that involves creating space
for employees to build essential skills. You’ll need to supply
them with high-quality resources to help them stay relevant,
measure their proficiency and practice applying skills in
simulated and real world environments. This upskilling
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right talent to implement and manage public cloud?

Barrier #2: Security and
compliance challenges
The second most common reason companies fail to achieve
their agility goals is because they struggle with security
and compliance. McKinsey reported that 52% of CIOs
haven’t reached their agility objectives because of it. This
isn’t a problem exclusive to companies with poor security
practices. In fact, the stronger the security measures, the
greater the negative impact on agility. Whether or not you
have a leading security strategy in place right now, here’s
what you need to know.

Security and compliance challenges happen in one of
two ways. The first can begin when a company tries to
replicate their current security practices to the cloud. They
assume that their existing on-premises security tools are
going to be cloud-capable, and in most cases, they aren’t.
Companies not only need to fully get on board with storing
their data and running their applications in the cloud, but
they also need to adopt the advanced cloud-based security
and compliance solutions that will make this discipline just
as agile as the rest of the IT organization. Many of today’s
cloud solutions include built-in security and compliance
tools that are continually being improved. Embrace them.

The second security and compliance challenge that
companies struggle with is not having the knowledge they
need to leverage these advanced cloud-based security
tools. Just as learning how to run applications in the cloud
requires training, testing and time to ramp-up, learning
how to run applications securely in the cloud also requires
training, testing and ramp-up time. Your applications are
now not only running in a new place, but they’re also
being protected and audited by tools your teams have
likely never used before. Make sure your team has the right
technologies and enough time to implement cloud-native
security, compliance and other infrastructure tools. Both of
these are important to preventing cloud migration failures
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and reaching agility goals.

Barrier #3: Complexity and implementation complications
When migrating to public cloud, traditional legacy applications typically don’t work as currently designed, which is critical
to keep top of mind. You can’t just “lift and shift.” You have to “lift, refactor applications and shift around—a lot.” Traditional
monolithic applications typically have to be redesigned and refactored into microservice architectures so that many different
application services (usually run in containers) can be orchestrated across clusters, dynamically scaling up and down as the
workload demands.
It takes time for an entire IT organization to grasp and
embrace this new “cloud-native mindset.” And even
when fully informed, many IT organizations come to
an overwhelming realization that moving from point A
(on-premises) to point B (the cloud) is a much larger
mountain to scale than they anticipated.

W H AT ’ S T H E S O L U T I O N ?
• Skill everyone up on the cloud-native mindset
• Take time to understand applications and
unravel complexity
• Don’t try to replicate complexity to the cloud

Unnecessarily replicating years of complexity found

• Only migrate when the staff is ready, which might

in legacy IT environments to the public cloud is not

not always be as quickly as the business wants

smart. And for those who didn’t create the complexity
themselves and are now trying to migrate applications

• Always continue learning and improving

to the cloud, it’s common to be caught off-guard by
the underlying intricacy of your legacy environment
and applications. The solution for this is to spend
time understanding your applications and reduce that
complexity as much as possible before moving those
applications to the cloud.

Making cloud agility a reality starts with tech skills.
Talk to us about starting a pilot.
sales@pluralsight.com
+1 888-368-1240 | +1 801-784-9007

Change management and implementation complications
are also leading causes of an organization’s failure to
reach cloud agility. This should come as no surprise. If
you add up and consider all the other factors previously
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cited—lack of knowledge, complexity, security and
compliance issues—it’s inevitable that you’ll have
complications when implementing your modernization
in the cloud. Complexity and lack of knowledge are a
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dangerous combination.

